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Introduction

MailSite provides secure messaging using Transport Layer Security (TLS) and Secure
Socket Layer (SSL) technology. These industry standard technologies allow for
secure, encrypted email sending and delivery between email clients and servers
using certificates and public key cryptography.

Recent security best practices recommend against using SSL, TLS 1.0 and TLS 1.1
because of certain vulnerabilities. These best practices also recommend preferred
Ciphers and recommend against using certain Ciphers.

This white paper describes how to configure both Windows Server and MailSite so
that the TLS security best practices are implemented.

Familiarity with Windows IIS and Windows Server administration is assumed, along
with a technical understanding of the Microsoft Windows operating system.
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1. Prerequisites

Before configuring TLS and Cipher Suites, you must have a valid certificate installed
on your Windows Server. If you do not have a certificate installed, refer to the
MailSite TLS Installation Guide:

https://www.mailsite.com/Resources/docs/MailSite TLS SSL Installation Guide.pdf

If you already have the certificate installed, there are two ways to verify it, the first

is using the built-in CertLM console, the second is using the third-party DigiCert
utility.

Verifying a Certificate with CertLM

On the Windows desktop, click Search, type CertLM, and open the Local Computer
Certificate Management Console:

= certlm - [Certificates - Local Computer\Personal\Certificates] = =] =
File Action View Help

C A ERE i

?)J Certificates - Local Computer lssued To -

Issued By Expiration ... Intended Purposes  Friendly Name
4 [ Personal £l astra.chat Sectige RSA Demain Validation Se..  7/5/2021 Server Authentic...  astra.chat

_ Certificates ‘3l autodiscover.astra.chat COMODO RSA Domain Validatien... /3072018 Server Authentic...  autediscover.astra....
B [ Trusted Root Certification Authorities
p [l Enterprise Trust

b [ Intermediate Certification Authorities

I [ Trusted Publishers

I [ Untrusted Certificates

I | Third-Party Root Certification Authorities
I [l Trusted People

I [ Client Authentication lssuers

I [ Remote Desktop

| [l Certificate Enrollment Requests
I [ Smart Card Trusted Roots

I [ Trusted Devices

b [ Web Hosting

3

~| Windows Live ID Token |ssuer

Personal store contains 2 certificates.

Navigate to Local Computer: Personal: Certificates and verify that there is a
certificate for your host name that has not expired.
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Verifying a Certificate with DigiCert
Download the DigiCert Utility from this website:

https://www.digicert.com/util/

Unzip the file and save DigiCertUtil.exe to your drive. Run DigiCertUtil.exe and
accept the license terms:

| DigiCert Certificate Utility for Windows® = [ = -
- - -
Odlglcert | CERTIFICATE UTILITY for Windows {0 1.800.896.7973
support@digicert.com  Live Chat r
5 S5L Certificates 2 createcsn 2 Import C Refresh
ﬁ Izsued To Expire D3te Serial Number Friendly Name Issuer
' 1' astra.chat 05-JUL-2021 00C438534E19B4CB6CTA...  astra.chat Sectigo Limited
S5l autodiscover. astra.chat I0-ALG-2018 0020 16EBEC 1E3ENSEEC 2 =utodiccover astra chat1T COMODO CA
Code Signing
\ . \?
Tools
L |
Pt
Account
Version 2352

Verify that there is a certificate for your host name that has not expired.
Verifying the hostname settings for MailSite

The Common Name (CN) of the certificate must match the hostname of the Reverse
DNS (PTR) record for the IP addresses that the MailSite services are listening on, or
the Windows HOSTS file must be updated to override the PTR record returned by
your DNS servers. MailSite Fusion does a reverse DNS lookup to find out the
Common Name of the certificate to use before searching the certificate store for an
appropriate certificate.

Example: The network adapters in your mail server are assigned the IP addresses
192.168.1.10 and 192.168.1.11 and your DNS servers report that the reverse DNS
entries for 192.168.1.10 and 192.168.1.11 are both mail.yourcorp.com. MailSite
Fusion will look for a certificate with a common name of mail.yourcorp.com in the
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certificate store.

If MailSite Fusion is unable to locate an appropriate certificate it will log the following
error indicating the name of the Common Name of the certificate that it attempted to
locate:

TLS/SSL: The service failed to find a suitable certificate in the predefined
MY System store for the LocalMachine : No certificates were found matching
the Subject 'smtp.yourcorp.com'.

The HOSTS file is located in the %SYSTEMROOT%\SYSTEM32\DRIVERS\ETC on your
server can be updated to override the reverse DNS entries and point MailSite Fusion
to the appropriate certificate.

For more information, refer to this KB doc:

https://www.mailsite.com/support/docs/html/1/05/10512.asp

Verifying SQL Server supports TLS 1.2

Older versions of Microsoft SQL Server use TLS 1.0 and 1.1 and do not support TLS
1.2. If you are using the MailSite SQL Connector, it is imperative that you ensure
that your version of the SQL Server client and the SQL Server are compatible with
TLS 1.2. To verify this, please refer to this Microsoft Support Article:

https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-
sql-server

© 2020 Rockliffe Systems Incorporated Page 6 of 15


http://www.mailsite.com
https://www.mailsite.com/support/docs/html/1/05/10512.asp
https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-sql-server
https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-sql-server

¢ Jmailsite

2. Configuring TLS and Ciphers

Download and run IISCrypto:

https://www.nartac.com/Products/IISCrypto

=

=

Schannel

Schannel

B 1IS Crypto

1 [1S Crypto 3.2

NARTAC
SOFTWARE

These settings enable or disable various options system wide. When the checkbox is grey it means no setting has been specified and the

default for the operating system will be used. Click the Apply button to save changes.

Best Practices

] Server Protocols Ciphers Hashes Key Exchanges
Q [] Multi-Protocol Unified Hello [] NuLL [] mDs Diffie-Hellman
Cipher Suites []PcT1.0 [] DES 56/56 SHA PKCS
[]sstzo [] RC2 40128 SHA 256 ECDH
. []ssL30 [] RC256/128 SHA 384
[]ms1.0 [] rRC2128128 S5HA 512
a []ms1a [] Rc4 40128
T S 1.2 [] RC4 56/128
[] RC4 64/128
— [[] RC4128128
[] Triple DES 168
! AES 128/128
Templates AES 256/256
Client Protocols
i\.w Multi-Protocol Unified Hello
Site Scanner PCT1.0
55L2.0
55L3.0
“ 510
L5 14
About TLs1.2

Reboot: |:| Apply

Enable and disable the Protocols, Ciphers, Hashes and Key Exchanges to match the

above screenshot. Apply the changes but do not reboot yet.
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Next, select the Cipher Suites tab, disable the bottom suites, and move the two
suites to the top of the list as indicated:

E:

B

Schannel

-

Cipher Suites

IS Crypto

i [1S Crypto 3.2

Cipher Suites

Enable, disable or reorder various cipher suites that are negotiated for the TLS handshake. When the checkbox is grey it means no setting has

been specified and the default for the operating system will be used.

a
Advanced

|
Templates

@ :
.
Site Scanner

About

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CEC_SHA384_P256
TLS_ECDHE_RSA_WITH_AES_256_CEC_SHA384_P3a4
TLS_ECDHE_RSA_WITH_AES_128_CEC_SHA256_P256
TLS_ECDHE_RSA_WITH_AES_128_CEC_SHA256_P384
TLS_ECDHE_RSA_WITH_AES_256_CEC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_256_CEC_SHA_P384
TLS_ECDHE_RSA_WITH_AES_128_CEC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_128_CEC_SHA_P384
TLS_DHE_RSA_WITH_AES_256_CEC_SHA
TLS_DHE_RSA_WITH_AES_128_CEC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384_P384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256_P256
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256_P384
TLS_ECDHE_ECDSA_WITH_AES_256_CEC_SHA384_P3a4
TLS_ECDHE_ECDSA_WITH_AES_128_CEC_SHA256_P256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256_P384
TLS_ECDHE_ECDSA_WITH_AES_256_CEC_SHA_P256
TLS_ECDHE_ECDSA_WITH_AES_256_CEC_SHA_P384
TLS_ECDHE_ECDSA_WITH_AES_128_CEC_SHA_P256
TLS_ECDHE_ECDSA_WITH_AES_128_CEC_SHA_P384
TLS_DHE_DS5_WITH_AES_256_CBC_SHA256
TLS_DHE_DS5_WITH_AES_128_CBC_SHA256
TLS_DHE_DS5_WITH_AES_256_CEC_SHA
TLS_DHE_DS5_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DHE_DS5_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_NULL_SHA256
TLS_RSA_WITH_NULL_SHA
S5L_CK_RC4_128_WITH_MD5
55L_CK_DES_192_EDE3_CBC_WITH_MDS

[] TLS_RSA_WITH_AES_256_GCM_SHA384

[] TLS_RSA_WITH_AES_128_GCM_SHA256

[] TLS_RSA_WITH_AES_256_CBC_SHA256

[] TLS_RSA_WITH_AES_128_CBC_SHA256

[] TLS_RSA_WITH_AES_256_CBC_SHA

[] TLS_RSA_WITH_AES_128_CBC_SHA

Best Practices

Reboot: |:|

=

NARTAC
SOFTWARE

Apply

Select the Reboot option and select Apply. Your windows server will reboot
immediately.
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3. Verifying TLS and Ciphers

To verify that you have disabled TLS 1.0, 1.1 and SSL and to verify the Ciphers, you
will need an operating website under running under Windows IIS. If you have that
you can use two third party sites to verify that Windows has TLS configured correctly
and is using the right Ciphers.

Verifying with Hardenize

From an external web browser go to this website and enter your domain or host
name:

https://www.hardenize.com

When the report completes, on the left-hand panel under WWW select TLS. You
should see a report like this:
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WWW TLS

Transport Layer Security (TLS) is the most widely used encryption protocol on the Internet. In
combination with valid certificates, servers can establish trusted communication channels even with
users who have never visited them before. Metwork attackers can't uncover what is being communicated,
even when they can see all the traffic.

Test passed, but there are warnings
Some aspect of your site's configuration require your attention.

Supported protocols
Server suite preference

TLSv1.2

Server preference

Analysis

supported

& TLS 1.3 not supported

+"  TLS 1.2 supported

+"  Deprecated protocols not

TLS Configuration: www.rockliffe.com (52.52.133.211)

TLSv1.2

256_GCM_SHA384 256 bits (DHE 2048 bits)
\ _AES_128_GCM_SHA256 128 bits (DHE 2048 bits)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA3B4 256 bits (ECDHE 256 bits)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ256 128 bits (ECDHE 256 bits)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA 256 bits (ECDHE 256 bits)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA 128 bits (ECDHE 256 bits)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA 256 bits (DHE 2044 bits)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA 128 bits (DHE 2048 bits)

and extensively analyzed prior to the release, TLS 1.3 removed insecure
features, and improved both security and performance. This version of TLS

should be the main protocol used with modern clients.

configured correctly. This version of the TLS protocol is necessary to provide
good security with a wide range of clients that don't yet support TLS 1.3.

1.1 and earlier).

TLS 1.3 is the |atest revision of the TLS protocol and a significant
improvemnent over earlier versions. Developed over a period of several years

Good. This server supports TLS 1.2, which can provide strong secufity when

Excellent. This server doesn't support any of the deprecated protocol (TLS

Verify that TLS 1.2 is working, that the top two Ciphers are preferred, and that the
deprecated protocols are not supported.
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Verifying with SSLLabs

From an external web browser, go to this website, select Test Your Server and enter
your domain or host name:

https://www.ssllabs.com

When the report completes, scroll down to the section titled Configuration:

Configuration

Protocols

TLs1.3 Mo
TLS 1.2 Yes
TLS 11 Mo
TLS 1.0 Mo
S55L3 Mo
88L2 Mo

Cipher Suites

#TLS 1.2 (suites in server-preferred order) =
TLS_DHE_RSA_WITH_AES_266_GCM_SHA384 (0x0F) DH 2048 bits FS 256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x02) DH 2048 bits FS 128

256r1 (2g. 3072 bits RSA) F

ECDH secp256r1 (=q. 2072 bits RSA) FS

ECD 256r1 (eq. 2072 bits RSA) FS

cp256r1 (eq. 2072 bits RSA) FS
DH 2042 bits FS

DH 2042 bits FS

Verify that TLS 1.2 is working, TLS 1.1, TLS 1.0, SSL 3 and SSL 2 are disabled. Also
verify that the top two Ciphers are preferred, and that the deprecated protocols are
not supported.
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4. Configuring MailSite to use the Ciphers

Now that you have Windows configured with the right TLS and Cipher settings, you
can configure MailSite to use the corresponding Ciphers.

MailSite reads a registry configuration option to determine which Ciphers to use.

This is described in this KB doc:

https://www.mailsite.com/support/docs/html/1/05/10551.asp

To match the Ciphers that we just configured with IISCrypto, do not use the entry

from KB 10551, but use this value:

159,158,3112,3111,3092,3091,57,51

i Registry Editor =N =
File Edit View Favorites Help
b ). MozillaPlugins ~| | Name Type Date ~
b ODBC ab] BuildName REG_SZ Excalibur
b 1) Oracle 78 ClusterVariant REG_DWORD 0x00000004 (4)
b~ L Policies = || % ConfigVersion REG_DWORD 0x00002f7 (11767)
i RegisteredApplications 5] CurrentState REG_SZ DEGAFS200B9621AC37C24DD833DB4143DE
-4 Ro(k\if‘fe. 3_"1DE‘Fau\tDUmainNamE REG_SZ astra.chat
“1 Ma':':ym 4| Digluphow REG_DWORD (x00000000 (0)
A 3 DialupStatus REG_DWORD 0x00000001 (1)
'é:::;angr 5| DizlupTime REG_DWORD OxSF7771ed (1601663450)
: Contacthgr ‘.'.%‘]DialupUn(ond\tioﬂaHy REG_DWORD 0x00000000 (0)
b |, DatsbaseMailboxConfig 3_"1|nsta||D\r REG_SZ C:\Program Files (x86)\MailSite
- )i DHAP 4 LastMsgld REG_DWORD 0x000003F3 (1071)
. Directory ‘_"]L\cense REG_SZ SAHA-PF36-BTM53-¥996-LMVJ-8HHW-TB!
Domains 4] Licensel astChecked REG_DWORD Oxd 71 2cc4 (3622907076)
| DomainSynonyms 4| MailboxPluginsLoaded REG_DWORD 0x00000007 (7)
b | ExpressPro 3_"1Mai|\nEnxD\r REG_SZ CAMailSite\BOX
LGroups ‘-’-'o‘]MaiIListPIugiﬂsLoadEd REG_DWORD 0x000000f (31)
| Lists 28] MailLogDir REG_SZ CAMailSite\LOG\ H]
. Logging '_"]MaiISpoDIDir REG_SZ CAMailSite\SPOOLY
. MailFilterd ﬁﬁlNoUnauthent\catedRelay REG_DWORD 000000001 (1)
. MailFilterl 4] QuotaCheckinterval REG_DWORD (0009270 (600DOD)
J MailFilter2 4| QuotalastChecked REG_DWORD 0x58989b0ad (1502195885)
I MailFilter3 4| QuotaMsgSize REG_DWORD 000000000 (D)
. MailFilter3Config ) QuotaNoMsgs REG_DWORD (00000000 (0)
4~} Maillsers ) QuotasiteL astChecked REG_DWORD 0x5089b0ad (1502195825)
b 'iﬁ"’;”';“l:: 4] QuotaSiteMsgSize REG_DWORD (0000000 (0)
E_ 'A?finagﬁiata 4] QuotaSiteNoMsgs REG_DWORD (x00000000 (0)
b Budi.Hutasuhut ‘.’.'-unntaS\teTntS\ze REG_DWORD 00000000C (12)
-1} Devi Pertini 4| QuotaTotSize REG_DWORD 0x0000000c (12)
b ) fikko.adhipranta 74 RegistryFormatVersion REG_DWORD 0x00000005 (5)
b 1L JefriSusilo 3 sChannelAlgorithms REG_SZ 159,158,3112,3111,3092,3091,57,51
l‘>- MailboxTemplate ‘.‘.'3| ServerMajorVersion REG_DWORD (0x0000000a (10)
b || Muhamad.Zulkhaizar ) SmtpMailFiltersLoaded REG_DWORD (xD0D000OF (15)
b ) Postmaster ab]Version REG_SZ 10.3.0 ”
- . ManualRoutelnfo vl < mn >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow8432Mode\Rockliffe\MailSite

Note that the Cipher IDs are in decimal correlate to the hexadecimal Cipher SuiteID
from the Hardenize or SSLlabs reports.
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Once you have the Windows and MailSite settings configured, verify that you have

the right TLS settings for the MailSite services:

Security Properties

General | SMTP | DHAP TLS |

SMTP Protocal
When receiving SMTP connections:

Allow TLS -

When sending mail using SMTF:

| Use TLS if available

POP3 Protocol
When receiving POP3 connections:

=]

| Mllow TLS
[ Disable Plain Text Logins

[ Enable atemate SSL port

[¥=]
[¥=]
wn

IMAP4 Protocol
When receiving IMAP4 connections:

=]

Allow TLS

| Disable Plain Text Logins
[ Enable atemate S5L port

(4 =]
(4 =]
[¥5)

=]

0K | Cancel

Help

You can choose to Require TLS or Allow/Use TLS for each of the MailSite services.
After making your choice, stop and start the services, and send a message to and
from MailSite. Open the SMTPRA and SMTPDA log files and look for entries like this:
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FUSION

File Edit Format View Help

operationProtocol) ei1@2cbee <<« 228 astra.chat Mailsite ESMTP Recelver Version 18.3.8.2 Ready
operationProtocol) @le2chee >>> EHLO mail-ejl-f5il.google.com
OperationProtocol) @182chb@d <<< 258-astra.chat

oOperationProtocol) @le2ches 258-SIZE 28000088

operationProtocol) eile2chbes 258-ETRN

operationProtocol) ele2ches 258-ENHANCEDSTATUSCODES
operationProtocol) ele2ches 258-X-IMS 3 64188

oOperationProtocol) @le2ches 258-DSH

operaticnProtocol) ele2chee 258-VRFY

operationProtocol) eile2chbes 258-AUTH LOGIN SCRAM-MDS CRAM-MDS
operationProtocol) ele2ches 258-AUTH=LOGIN

operationProtocol) ele2ches 258-5TARTTLS

oOperationProtocol) @le2ches 258 BBITMIME

operationProtocol) eile2chbes STARTTLS

operationProtocol) ele2chas 228 2.5.8 Ready to start TLS
pMssocketoperation) ng Unknown with Cipher
oOperationProtocol) @le2ches EHLO mail-ejl-fsl.google.com
operationProtocol) ele2chee 25@-astra.chat

operationProtocol) eile2chbes 258-5IZE 22292228

operationProtocol) ele2ches 258-ETRN

operationProtocol) ele2ches 258-ENHANCEDSTATUSCODES
oOperationProtocol) @le2ches 258-X-IMS 3 &4188

operationProtocol) eile2chbes 258-D5H

operationProtocol) eile2chbes 258-VRFY

operationProtocol) ele2ches 258-AUTH LOGIN SCRAM-MDS CRAM-MDS
oOperationProtocol) @le2ches 258-AUTH=LOGIN

oOperationProtocol) @le2chee ... 258 SBITMIME

operationProtocol) eile@2ckbes »»» MAIL FROM:<john.g.davies@gmail.com» SIZE=2987
operationProtocol) @le2ched <«<< 258 2.8.8 <Jjohn.g.daviesg@gmail.coms OK
operationProtocol) ele2chee »»>> RCPT TO:<jehn@astra.chat>
OperationProtocol) @182ched <<< 258 2.8.8 <john@astra.chat> OK
operationProtocol) ele2chee »»» DATA

operationProtocol) @l182chbee <<« 354 Ready for data

operationantispam) Message Beeoesgleeg@astra.chat received spam score of: 1
operationProtocol) @1l82cb@d <«<< 258 2.8.8 Message received OK
OperationProtocol) @le2chee >>»> QUIT

operationProtocol) el@2chee <<« 221 2.8.8 astra.chat closing

File Edit Format View Help

operatienpusTransaction) essafsae Looking up host name financeofamerica.com for DNS records of Type 15 and Class 1
operationDNsTransaction) @554f3a@ Response received of DSH status @
operatienpusTransaction) essafsae an record: Mame financeofamerica.com, Type 15, Class 1, TTL 298.
operatienDNsTransaction) @ss4fzag M¥ Record: Preference @, Name financecfamerica-com.mail.protection.outlook.com.
operationpusTransaction) essafsae AR Record: Mame financeofamerica-com.mail.protectien.outleok.com, Type 1, Class 1, TTL 8.
operatienDNsTransaction) @ss4fzag A Record: IP Number 184,47.45.36.
operationpnsTransaction) essafsae AR Record: Name financeofamerica-com.mail.protection.outlook.com, Type 1, Class 1, TTL 8.
operatienDNsTransaction) @ss4fzag A Record: IP Number 184.47.73.18.
operationnetworkConnection) 8554fe18 outgoing SMTP call established to 184.47.45.36 at 11:45:e4.
Mssocketoperation) The server financeofamerica-com.mail.protection.outlock.com presented a certificate with the name mail.protection.outlook.com
ssibly indicating a man-in-the-middle attack
{ MsSocketop connection secured usi i i 6} i
operationTransmittedSummary} 8554612 Be@e371@2128mx.rockliffe.com: Begin sending Message Be@23718212@mx.rock
operationTransmittedSummary) 8554f618 B2@837182128mx.rockliffe.com: Message BE@83718212@md.rockliffe.com sent at 11:45:86 to 184.47.45.36
financeofamerica-com.mail.protection.out
cperationbetworkConnection) 8554f618 Cutgoing SMTP call to 184.47.45.36 completed at 11:45:86.
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References

The material in this document is compiled from numerous sources; in particular the
Microsoft Windows® support documents. Additional information can be found on
Microsoft’s website.

About Rockliffe Systems

Rockliffe is a privately owned company that is dedicated to building rock solid mobile
communication software for service providers, enterprises and consumers. Based in
California's Silicon Valley and with European headquarters in the UK and Asian
headquarters in Jakarta, Rockliffe has numerous OEM relationships as well as a
strong base of industry-leading strategic partners and technology partners. Rockliffe
is a world class expert in mobile email and chat software having delivered four
mobile communication products to market.

Disclaimer

Although Rockliffe has made reasonable efforts to ensure the accuracy at the time of
publication, the accuracy of the information contained in this guide is not
guaranteed. It is provided free of charge by Rockliffe. and has been prepared and
validated on MailSite test and production platforms. Rockliffe disclaims all
warranties, either express or implied, regarding this document and Rockliffe is not
liable for any damages arising directly or indirectly from the information in this
document.

Rockliffe Professional Services

Rockliffe Professional Services cover remote and onsite assistance with performance
tuning, migrations, integrations, upgrades, email security audits, training, and
custom software development. To discuss your requirements and arrange for a

quote please contact sales@mailsite.com.

www.mailsite.com
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